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JPC Foundation

ttps://opcfoundation.org

-~ Vision
o Secure & reliable
o Vendor, platform, and domain agnostic
o interoperability from sensor to enterprise and beyond

- Global Profile
> Non profit organization (founded 1995)
o Companies from Automation & IT
o Internationally Recognized: OPC UA is IEC62541

Deliverables
o Specifications: openly available

> Tools and code examples for faster, easier adoption
(AnsiC/C++, C# .NET Standard, Java)

o Certification: OPC Labs open to everyone

- Ecosystem with toolkits and education

Organizational Overview
Membership: 717 (Sept 25t, 2019)

2018

Rest of World

Region China Region
10% 8%

Naorth America
Region
25%:

Europe Region
%1%

Japan Region
6%

2019 Board of Directors

Microsoft Honeywell Rockwell
SAP Yokogawa Schneider
Siemens ICONICS ABB
Beckhoff Ascolab
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UA The Industrial Interoperability Standard

OPC UA: The industrial framework enabling secured, standardized data and interfaces

Interoperable Data Modelling Secure

m, Market and OS Secure Design from group up

ensor to Cloud = .
Auditing, Authentication & Encry

Services Oriented .
ure Proof: Evolves with s

Vendors/Users can choose level o
C Foundation) ecurity

_ IEC61850, ..
GitHub

... today 50+ initiatives!
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Vendor Specific Extensions

Companion Information Models
(e.g. Robots, CNC Machines, Wind Power, P&ID exchange)

Core Information Models
(e.g. Analog Data, Alarms, State Machines, File Transfer)

Information Model Building Blocks
(Meta Model)

Information Model Access

Browse and Access Data and Semantics Data and Event
Execute Methods, Configure Notifications
Client-Server Pub-Sub

Use Case specific Protocol Mappings

Proprietary

Developed with / by
partner organizations

OPC Foundation
Responsibility

(OPC UA = IEC 62541




Vendors will differentiate on features not interfaces...

ommercial printers

- Different vendors
- Standardized connectors
USB / Ethernet
Support profiles “I am a printer”

- Differentiate by functionality
- All-in-once scan/fax/print?
- Double side printing?
- Colour? Combined or separate?
- Print speed, cost, etc.
- Ease of use

Industrial devices / machines

- Different vendors

- Standardized connector: OPC UA
Support profiles “I| am an RFID reader”

- Built in security

- Differentiate by functionality
- Reduce engineering costs
- Support standards
- Easy network integration
- Costs
- Throughput of machine
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OPC UA Companion Specifications are implemented P
- Demonstrator VDMA OPC Robotics Initiative T\

O

Applications of this demonstrator

¥ Microsoft 8 Asset management

Condition monitoring
Preventive Maintenance

Vertical integration

Information flow from shop floor to cloud
ERP, MES, SCADA

End user
IT/8oftware
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PC UA Companion Specifications are implemented

umati EMO Connectivity Scheme Oi-

umati

Eine Initiative des

An Initiative by R A/ WA F
[ B

MES

,Added Value
Suppliers®

& XETICS

Data Hub
(Storage + Access)

UNI

& e i Machine Tool

Connection Partners

(0" #IUOY/MAA) 1fewn 0} uolPNPOIU| JI0YS 82IN0s

U
...and many
more...




OPC-F “Field Level Communications Initiative”
Extending OPC UA including TSN down to fiel

Q.

OPCF Press Conference SPS 2018

- Overcrowded!
TEE iv'i i V — NewIniatveforField |
L k. TavelCommunications |

OPCF Press Conference SPS 2018
ABB, Beckhoff, Mitsubishi,
Rockwell, Siemens, Schneider
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JPCF Field Level Communications Initiative
nitial supporting Industry Players
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f/ision for Field Level Communications Initiative

The vision of the initiative Is...

...to aim for an open, unified, standards-
based lloT communication solution
between sensors, actuators, controllers
and cloud addressing all requirements of
iIndustrial automation
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JPC Unified Architecture — from Sensor to Cloud

Initiative for Field
Level Communications

€ T/ OT Communica

9 Cloud Integration

€ Secure Remote Acc

O Local OT Communi

o Controller to Contro

© Controller to Field D

o Wireless Integratior

0 Future Ready
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-ield Level Communications Initiative
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Major automation vendors in the
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[echnology base — coliaboration with IEC and IEEE

‘he working groups will closely align with the TSN Profile for Industrial Automation (TSN-IA-Profile) which
iill be standardized by the IEC/IEEE 60802 standardization group. This will help ensure that a single,
onverged TSN network approach is maintained so that OPC UA can share one common multi-vendor TSN
etwork infrastructure together with other applications.

Goal of IEC/IEEE 60802 Other

7: Application
¢ 8 Organization Y
= Converged TSN network: different 9 UA | s presenation  appiication protocol
protocols can share the same TSN - S Snsion

. IEC 62541-
network infrastructure .

m  Use of common HW components

E— o
3 Network |

IEC/IEEE 60802 TSN Industry
Automation Profile

2: Data Link Ethernet with TSN

(a profile selecting features from
> various IEEE802 and IEC standards)

IEEE 802.1/1EC
IEEE 802.3 1: Physical e.g. 100 Mbit/s| 1 Gbit/s

Y




Technology overview — FLC work items and dependencies

OPC Foundation

IEC / IEEE UA Working Group Field Level Communications Initiative
Partners

Device
Profiles

Joint Device
Companion
Specifications

>
+—
=
>
O
Q
0p)

Base
Models

Communication

IEC 60802
IEEE 802.1

Network




ntegration of FLC Initiative into OPC Foundation

Board of Directors

| |

Technical Control Align Align  Marketing Control

Board (TCB) \ FLC Initiative / Board (MCB)
Steering Committee I I

Technical Advisory _
Council (TAC) Manages FLC Regional

“ Marketing Marketing
‘ _ _ FLC = Field Level Communications
Companion Compliance FLC WGs

WGs WG FLC
Test Labs
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FA-PA Requirements working group (1)

» FA/PA Requirements Working Group is responsible for defining the user requirements
under the control of the FLC Initiative Steering Committee

» Participation is limited to members of the FLC Initiative

- FLC Initiative Steering Committee

. Cyber Security Requirements
S MoOlex mMoxaA OMRON DB PILZ Subcommittee

ABB BECKHOFF rgxrgta.'?

() HIRSCHMANN \}!@ (i’nteD' ka\l%t : FA/PA Requirements Working Group

e HUAWEI

creating o diference

Motion Requirements

Rockwell Schneider  SIEMENS Tllech WAGD Subcommittee

Aulomalion = PElectric Ty for it
YOKOGAWA




FA-PA Requirements working group (2)

» Requirements are generated for:
> NorthStar vision (long term goal — no end date)
> MVS (Minimum Viable Solution)

o Work in progress — :
creation of user stories / NortiStar BinaliGa
derivation of formal requirement /
ongoing refinement /
define constraints & boundary conditions
(decided by the Steering Committee)

Minimum Viable
Solution

FOUNZDATI



Field Level Communications Working Group (FLC-WG)

» FLC-WG has already 215 members from 45 companies

» January 8-10, 2019 Kick-Off
> 90 participants from 38 companies

> Presentation of planned working group setup and pre-work used as input
> Brainstorming sessions for initial work and setup

» Election of chairman and editor of architecture working group

o Chairman: Clark Case Rockwell Automation
o Editor: Georg Biehler Siemens




-LC Initiative Working Groups

Review / Release Manages
' i PA
. Requireme
Collaboraton @ | Compliance @ OPCUAWG = <«------
. | FA
- WGs \ Security Base Device Device (DI) Requireme
\ Facet ~  «---—--- -
| '\ -
\ \ SE—
) PubSub ComFrzgg’:c;tlonv
Prototyping » Network
B TSN
Harmonization | TSN

Offline
Configuration

I/O Facet

Motion Facet

Conformance
Test Specification
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OPC UA Safety
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UA Safety

ﬂ

cope of OPC

W

» Original scope:

o functional safety for communication
between controllers Controller A Safety over Controller B

of different vendors Dl][||]|] OPC UA EEEE

» Since April 2019,

the scope has been extended: Safety over

- safety facet for OPC UA Safety over
field level communication (FLC) OPC UA
over OPC UA

HH &

_A
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Network layers of OPC UA Safety

Safety-Application
Safety-Application yrApllieEl

Application
(t PDU (I:
Companion Companion . e
Specification Protocol Data Unit Specification Certified
$ $ :I: :I: . according to:
IEC 61508
 of Safety over Safety over IEC 61784-3
UA — OPC UA Safety PDU OPC UA
ty” J
OPC UA - Mapper OPC UA - Mapper
“Black Channel”:
[ changes heredor
require
OPC UA Stack e.g. OPC RMI OPC UA Stack re-certification
Remote Method —

Invocation

_A
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OPC UA Safety — Status & Timeline

» OPC UA Safety — functional safe communication on all levels
» Key feature: dynamic establishment of connections during runtime

» V1.0 is currently under review, including
o C2C-communication
- OPC UA client/server
> Run-time communication (no parametrization)

» Current & future work:
o Mapper for PubSub (including TSN) — part of the black channel!
> Test specification
o Standardized parametrization

_A
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OPC UA PubSub TSN




>ontext of OPC UA TSN Sub-group

I[EC / IEEE OPC Foundation
Partners

Field Level Communications Initiative

Joint Device
Companion
Specifications

I

Device
Profiles

Base
Models
-
>
Security

IEC 60802

IEEE 802.1

w Network  Communication




OPC UA Framework with PubSub TSN (1)

Built-In Information Models
Base, DA, AC, HA, Programs

OPC UA Meta Model

Basic rules for exposing information with OPC UA

L -
o
°
®
N
-
c
2
&)

Services

Browse, Read / Write
Method Calls, Subscriptions

Message Model

PubSub Configuration, DataSets
Message Readers and Writers

Publish / Subscribe

UA Binary UA Binary JSON

UA Secure Conversation UADP UADP / JSON

Built-in Security

WebSocket / HTTPS UDP AMQP MQTT

28
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OPC UA Framework with PubSub TSN (2)

QO
o’
-
Q
. 7]
Information =
Model Layer o
- = =
Communication . RO Message Model =
MOdEI . - (Interval, Latency, PubSub Configuraion, DataSets ﬂ=.
) Message Readers and Writers
UA Binary
Protocol
Bl nd | ngS % RN
QoS Mapping
Network 1 m I
Stack = Ethernet /TSN |
29 X J
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OPC UA PubSub TSN - Status & Timeline
Status

» Working Draft for prototyping is available
» Prototyping started in July 2019

Next Steps

» Synchronization with FLC Architecture & Infrastructure WG and FLC TSN Expert
Assessment Team (working assumption on future |IA IEC/IEEE 60802 profile)
» Continuing PubSub prototyping
> Integrate TSN Config Protocols in PubSub Devices
o Interop Tests between different vendors
o If successful: handover to TSN Testbeds (IIC TSN Testbed Stuttgart, LNI 4.0 TSN Testbed Augsburg)

_A
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Automation Pyramid

Interactions Model (Abstraction)
Enterprise Resource
Planning

Mfg. Execution

System

Process

Control

Control A
(PLC) f
Field e
Devices }

Automation Pyramid

31
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Interactions Model (conventional)

EtherNet/IP

» Controller to Compute (gateway, software, cloud) via OPC UA ' '° | 18%

» Controller to Controller (via OPC UA, no real-time & no semantics
or via Fieldbuses & Real-Time Ethernet solutions)

» Controller to Device (Fieldbuses & Real-Time Ethernet solutions)
» Device to Device (Fieldbuses & Real-Time Ethernet solutions)
» Device to Compute (only via controller or via separate interface)

Fragmentation
of Industrial
Communication

Other Ethernet
14%

Source: Hi




nteractions Model (with OPC UA FLC)

» Controller to Device

» Controller to Compute (gateway, software, cloud)
» Device to Compute — Vvia OPC UA
» Controller to Controller
» Device to Device

Controller Device

FOUNZDATI



From Automation Pyramid to Automation Network

Cloud Service Marketplace

Platform X
Cloud
\
" |
External I\ Pt \ |1
' \\ 1{ . li
1"I \ / I ll

World '.
R iy CEEEREREEERERE AN

Enterprise Resource
Planning

Mfg. Execution

- System

8 Process

a Control

E.

’g Control A

S (PLC) f

o

> . Real-Time

g E'E‘",j Critical

3 SLLbSS . ;_ ) Smart Automation Devices

Automation Pyramid Automation Network
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nitial Supporters Field Level Communications Initiative

OPC Unified Architecture
The Industrial Interoperability Standard




OPC-F “Field Level Communications Initiative”: Information
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Brochure available

Initiative: Field Level Communications (FLC) f rom O P C_ F We b S | te:
OPC Foundation extends OPC UA

including TSN down to field level

https://opcfoundation.org/flc-pdf

‘AI’
Looking for

I
https://opcfoundation.orqg/

Certification ~ Markets & Collaboration Resources ~

=2 I:i:::&rﬂ llchq:nan Mante OPC UA SUBSCRIBE NEWSLE
YouTube Video




PETER LUTZ

Field Level Communications Director
OPC Foundation

Phone: +49 171-4041028
Peter.Lutz@opcfoundation.org
www.opcfoundation.org




